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Distinguished colleagues,
Ladies and gentlemen,

· It is a great pleasure to be here with you this morning, and I would very much like to take this opportunity to update you on what has been going on globally since the last meeting in July last year.
· As we have seen from many media reports, as well as from personal experience within our organizations, and from the growing importance accorded to the issue at the global level, cybersecurity is not an issue which is about to go away any time soon.

· Indeed, quite the opposite.

· Every week seems to bring more news of cyberattacks, cybercrimes, and even the threat of cyberwarfare.

· There has been a growing sense – especially over the past year – that coordinated action is needed to address the issue, and to create the right conditions for cybersecurity and cyberpeace at a global level.

· At the same time the whole issue of cybersecurity has been brought to the attention of the United Nations specifically within the UN General Assembly process.

· A number of resolutions – such as ‘Creation of a Global Culture of Cybersecurity’ and ‘Developments in the Field of Information and Telecommunications in the Context of International Security’ – call for greater United Nations involvement in cyber issues.
· At the most recent session of the UN General Assembly there was a draft of a resolution proposed by China, Russia, Tajikistan and Uzbekistan on an ‘International Code of Conduct for Information Security’.

· There is therefore clearly a need for coordinated action – both within the UN system and in the wider world at large.

Distinguished colleagues,
· The UN Chief Executives Board has given high priority to this, and has tasked ITU as a lead agency to coordinate within the UN systems’ High Level Committees on Management and Programming, and to report back to the CEB.

· ITU is working together with UNODC and focal points of all CEB members to examine the policy and technology issues of cybersecurity and cybercrime.
· The outcomes of the first meeting of this group were reported to the HLCP, which agreed to continue the work – endorsing the approach of complementing the technical work undertaken by the UN ICT network with a focus to the establishment of UN-wide cybersecurity policies that would facilitate the work of the UN bodies in fulfilling their mandates.
· I would like to share with you some information on the actions taken by Member States and international organizations since 2011, including:

US Congress – BILLS (2011)

· Cyber Security and American Cyber Competitiveness Act of 2011

· Cyber Security Public Awareness Act of 2011

Academia (September 2011)

· Harvard Kennedy School – “Cyber norm emergence at the UN”

· MIT/Harvard – “dynamics of cyber international relations”

· Brown University – “cyber security and International Relations” (Lectures)

ITU and world federation of scientists (2011)

· Quest for Cyber Peace – new concept

· ITU has undertaken a number of activities at the national, regional and international levels, to advocate the need for harmonized policies, strategies and procedures, and I believe that the UN bodies you represent also have an important stake in this debate, within the specific mandates of your organizations.
· We all recognize the need to elaborate common policies to mitigate the impact of cyberthreats and cybercrime, and this is therefore an important meeting for us all.

· I am looking forward to hearing from colleagues today, and specifically to the discussions this morning around cross-national norms and principles on cybercrime and cybersecurity and the elaboration of UN general policies; and this afternoon on ways of defining mechanisms for internal cooperation within the UN system.

Ladies and gentlemen,

· In closing, it is worth reminding ourselves that this is not an abstract issue, to be debated in the background, but a concrete issue of very real importance across the world.

· Because today, everything depends on ICTs – and particularly on the networks which underpin them.

· This includes emergency services; water supplies and power networks; food distribution chains; aircraft and shipping; navigation systems; industrial processes and supply chains; healthcare; public transportation; government services; and even our children’s education.

· Unfortunately, even the most well-protected organizations and networks are vulnerable – as we can see from the online theft of thousands of files from the Pentagon in March last year, for example.

· That particular loss prompted US Deputy Defence Secretary William Lynn to say: “In the 21st Century, bits and bytes can be as threatening as bullets and bombs.”
· We are very fortunate in that we have not seen a real cyberwar yet.
· But we are certainly witnessing a virtual, undeclared war in cyberspace; a war between the undeniable good which comes from being part of the global knowledge society and knowledge economy, and the evil which could undermine the tremendous achievements which have already been made.
· So let’s work together – today and over the coming months – to find lasting, sustainable solutions.

· And let’s help to create a more secure, and more peaceful world for the future.

Thank you.

